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|oT Starter Kit — Part 3:
Connect to the cloud — IBM Cloud

In this part we will connect an IQRF gateway to IBM Cloud. It is one of the possible clouds that you can get connected to
from your IQRF Gateway Daemon using the MQTT channel.

1 IBM Cloud and Watson loT platform
IBM provides developers some free services for a limited time and you don’t have to enter any credit card details on the
beginning. Create your IBM Cloud account and log into it on console.bluemix.net.

To connect remotely to your IQRF network from IBM cloud, you need to set up some services first.

1.1 Internet of Things Platform Starter
Click on the Catalog button in the upright corner and find the Internet of Things Platform Starter.

Docs Support Manage 9

Create resource
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Lite Provisioned
All Categories (45)
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Infrastructure (3)
tarted by creating a Kubernetes cluster, or manage your container images in t
Kubernetes Cluster Container Registry
Deploy highly available apps to a cluster of compute @ Store and distribute Docker images by using this
hosts managed private registry. Make inf
Platform
Platform (42)
Boilerplates
Get started with a new
Internet of Things Platform Starter Node.js Cloudant DB Web Starter
u Get started With IBM Watson loT platform using the I Use the Cloudant NoSQL DB service with the 'SDK for
Node-RED Node.js sample applicat Nodejs™' runtime.
Python Flask Ruby Sinatra
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fosk A simple Python Flask application that will get you up — Develop a Ruby web application using the Sinatra
and running quickly framework
Communty Communy
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Fill in this form to set up your cloud application. Type in a unique app name, select your deployment location and your
pricing plan and click on Create. Your application will be available at the given address.

App name:
IQRFtest-demo
Host name: Domain:
IQRFtest-demo eu-gb.mybluemix.net -

Choose an organization: Choose a space:

United Kingdom - ivona.spurna@iqgrf.org dev

Selected Plan:

SDK for Node.js™ Cloudant NoSQL DB

Lite - Lite -
Internet of Things Platform

Lite v

Develop, deploy, and scale server-side JavaScript® apps with ease. The IBM SDK for Node.js™ provides enhanced performance, security, and serviceability.

PTICIng P|anS Monthly prices shown are for country or region: Czech Republic

PLAN FEATURES PRICING

Lite apps are free
You get up to 256 MB of memory while you work on your apps.

Lite apps sleep after 10 days of development inactivity.

Standard €0.0526 EUR/GB-Hour
256 MB+

View Docs Terms
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1.2 Watson loT Platform
Click on the Internet of Things item in the left menu.

‘?‘ Containers
Cloud Foundry apps
& Infrastructure
. |QRFtest-demo o staring
Org: ivona.spurna@igrf.org Location: United Kingdom Space: dev
Dashboard
& APis Getting started with Watson loT Platform Starter
& Application Services Last Updated: 2017-01-30 | Edit in GitHub
?di Blockchain Get started with IBM Watson™ loT Platform by using the Watson loT Platform Starter boilerplate. By using the Starter, you can
& Cloud Foundry Apps quickly simulate a device, create cards, generate data, and begin analyzing and displaying data in the Watson loT Platform
o s y

dashboard.

R

Data & Analytics
The Starter automatically deploys and connects these services:

Cﬁ DevOps
= ¢ Watson loT Platform - An loT toolkit that includes gateway management, device management, and application access.
Il Finance
= By using Watson loT Platform, you can collect connected device data and run analytics on real-time data from your
1" Functions organization.
@& Integrate
I * IBM® SDK for Node.js for IBM Cloud - The runtime environment in which Node-RED runs.
@ Mobile * IBM® Cloudant® NoSQL DB for IBM Cloud - The database in which Node-RED stores metadata.

Click on the service which was created when you set up your cloud application in the previous step.

IBM Cloud

Internet of Things

RESOURCE GROUP REGION CLOUD FOUNDRY ORG CLOUD FOUNDRY SPACE
All Resources v United Kingdom v ivona.spurna@iqrforg v dev v Filter by resource name...
Name - Service Offering Plan

IORFt@—demo-lotf—semce Internet of Things Platform Lite
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Launch the Watson loT platform.

hings

0 |QRFtest-demo-iotf-service

Location: United Kingdom Org: ivona.spurna@

iqrf.org Space: dev

uY

Let's get started with Watson loT Platform

Securely connect, control, and manage devices. Quickly build loT applications that analyze

m e

1.2.1 Security

Click on the Security item in the left menu and check the connection security.

IBM Watson loT Platform

d with you
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Set up the Security level. We have chosen the TLS Optional. Save the configuration.

Policies
Policies
’ Connect Security ]

Connection Security

or all device types that do not have custom rules defined. You can view the nu

rt that runs at varying intervals

Note: The device number and predicted compliance values are estimates based on a report

Security Level

TLS Ogptional I

1.2.2 Create the device type
Click on the Devices item in the left menu.

IBM Watson loT Platform

MEMBERS
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First, add the device type.

Browse Diagnose Action Manage Schemas

ch for the i

are defined. You can filter the list and sear

It's important to select the type “device”. Then, fill in your name of the device type.

Add Type Identity Device Information

enst

Type

Name

Description

Select Type Device types group devices that have similar

r characteristics r lel ber, fir e
ne 1 ae r dentifie
Gateway
sed to identify the device type uniquely
aracters to make it suitable for AP

1.2.3 Create the device

Click on the Browse menu. Create a new virtual device by clicking on Add Device.
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Select the Device Type which you created in the previous step, enter the Device ID and click on Next.

Add Device Identity Device Information Security Summary

|dent|ty Select a device type for the device that you are adding and give the device a

?;;“ Raieing Devios GW_IQRF v

Device ID UP_GW

Fill in your Authentication Token and click on Next.

Authentication Token UP_GW_123456| ®

Make a note of the generated token. Lost authentication
tokens cannot be recovered. Tokens are encryped before

being stored

Authentication token are encrypted before we store them

Copy the device credentials. You will use them in the next steps.

Device Credentials

You registered your device to the organization. Add these credentials to the de

to view connection and event details

Organization ID k3t8ub

Device Type GW_IQRF
Device ID UP_GW
Authentication Method use-token-auth

Authentication Token UP_GW_123456
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2 Set up the MQTT interface on the IQRF Gateway

Configure the MQTT interface to IBM Cloud. In the web browser on your computer, insert the IP address of your UP
board, and login to it as admin with password igrf. In the IQRF Gateway Daemon Web application click on the IBM
Bluemix item in the Clouds menu.

& http://192.168.1.168/en

ard | IQRF Gateway

IQRF Gateway Dashboard Gateway ~ Configuration Service IQRF Net + Clouds ~
Amazon AWS
Microsoft Azure

Dashboard N

Inteliygnts InteliGlue
Gateway

Show information about gateway

Configuration
Edit configuration

Click on Add MQTT Interface, fill in the copied information about the virtual device in IBM Cloud and save the
configuration.

IQRF Gateway Dashboard Gateway ~ Configuration « Service IQRF Net « Clouds ~

IBM Bluemix configuration

Add MQTT interface

Add new MQTT interface

Organization ID

k3t8ub

Device Type
GW_IQRF

Device ID

UP_GW

Authentication Token

UP_GW_123456

Command and event ID

iqr
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Restart the IQRF Gateway Daemon service.

IQRF Gateway  Dashboard  Gateway ~  Configuration ~ | Service | IQRFNet~  Clouds v

Service

Start
Start IQRF Daemon service

Stop
Stop IQRF Daemon service

Restart
Rest@lQRF Daemon service.

Status
Get status of IQRF Daemon service

3 Node-RED
Find Cloud Foundry Apps in the IBM Cloud and check the status of your application. It should be running.
X
@ Containers
% Infrastructure
[=] vMware
B Dashboard Cloud Foundry
@ APIS RESOURCE GROUP PACE
S— All Resources v Filter by resource name..
@ Application Services
%;; Blockchain
ame -~ Route Memory (MB) State
Clc :::‘ﬁﬁ]-m: iry Apps
IQRFtest-demo IQRFtest-demo.cu-gb.mybluemix.net 256 O Awake (1/1)
@ Data & Analytics
I’} DevOps
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Click on the link of your web application. Go through the wizard and set up the Node-RED application. Go to your Node-
RED flow editor and log in to it.

Node-RED on IBM Bluemix for IBM Watson IoT Platform

Secure your Node-RED editor

« Secure your editor so only authorised users can access it NOde-RED
v-base T fc tr erne

{ 1
Username admin

Password

Allow anyone to view the editor, but not make any changes

. Node-RED is a programming tool for wiring together hardware
devices, APIs and online services in new and interesting ways. "
Not recommended: Allow anyone to access the editor and make changes G“‘”’“‘"N:“"‘RED flow editor
The version running here has been customized for the IBM Watson

laT Platform

Learn how to customise Node-RED

More information about Node-RED, including documentation, can be

found at nodered org
@0 Previous ext Customising your instance of Node-RED
This instance of Node-RED is enough 1o get you started creating flows

3.1 Node-RED flow

Create a new flow and delete the example. You will do it by double-clicking on the Flow 1 tab. Then press delete.

Q Flow 1 Flow 2

status

link

Edit flow: Flow 1

input Delezm m
inject
W Name Flow 1
catch
Send Data Status © Enable
status N
2 o send data Description
link 1
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Insert ibmiot input, ibmiot output, two debug outputs and inject input. Connect the objects like this.

=< Node-RED

Q Flow 2

status

link

matt 2 g o
timestamp

http

| websocket |

matt

With the inject input we will send DPA commands to the MQTT broker on the IBM Cloud and our UP board will collect
them from there. We will send the commands to the debug window as an output, as well. We will receive all messages
from the MQTT broker and they will be displayed in the debug window.
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3.1.1 Modify the inject input

Double-click on the inject input, change the payload type to JSON and insert the DPA command in JSON format here.

msg.payload

timestamp l

msg.payload

Edit inject node

v node propertie:

& Payload

£ Topic

C Repeat

S

~ timestamp
flow
global

%, string

% number

® boolean

start?

¥ Name

Note: "interva
See info box for

{} JS;N
% buffer

timestamp

1d "at a specific time" will use cron

We used the command which turns on the red LED on the IQRF coordinator. You need to modify the command to one-

line form. Click on Done.

{
"Ctype": lldpall'

n,on 1

"type": "raw",
"msgid": "1510754980",
"request": "00.00.06.01.FF.FF",
"request_ts": ""

. ’
"confirmation": "",
"confirmation_ts": "",
n, nn

. ’

"response

", un

"response_ts":

}

Edit inject node

v node properties

-

'request”; "HUN R RE RS . "rTequest

& Payload -~ {}
= Topic
C Repeat none

1
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3.1.2 Modify the ibmiot output

Click on the ibmiot output. Change the authentication to Bluemix service, set the output type to Device command, and
fill in the information of your virtual device you have created earlier. Enter “igrf” as the command type. Enter
“msg.payload” as the Data and click on Done.

Edit ibmiot out node

v node properties

“# Authentication Bluemix Service v

8 Output Type Device Command v
e 40D Ty
e ﬂ R =

& Device Id

msg.payload
4, Command Type

I Format
N S Data msg.payload
() wiar” -
L @ QoS 0 v
W Name 1BM loT

3.1.3 Modify the ibmiot input
Click on the ibmiot input and select Bluemix service as the authentication type. Save the configuration.

v node properties
4 Authentication Bluemix Service v
&8 Input Type Device Event v
5]
inject ﬂ «f Device Type @ Allor | +
P 4 Device Id All or
msg.payload
= Event @ Allor |+
I Format Allor  json
@ QoS 0 v
Q
msg.payload
¥ Name IBM loT
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4 Test the connection
Click on the Deploy button.

-f:|g)epMy - F-

+ info debug

Node

Show the Debug tab.

+ info | debug I

Click on the left corner of the Inject button. You will send the prepared command to the MQTT broker and to the debug
output as well.

Successfully injected: {"ctype": "dpa","type": "ra

"1510754980

%
|
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In the Debug tab, you can see the ongoing communication between IBM Cloud and the UP board. You can easily double
check that the command has been executed.

info debug

‘ L X / ¥ Red LED turned on

msgid: "1518754980"

request: "90.00.06.81.Ff.Ff"

request_ "2017-12-
14713:19:15.786015"

confirmation: "*
confirmation_ts: """

“20.080.06.81.00.00.00.00"

status: "STATUS_NO_ERROR"

In the same way, you can turn the red LED off as well as send any other DPA command to your network.

5 Summary

The bidirectional communication between IQRF network and the IBM Cloud is up and running. Now it’s just up to you to
use it for your own loT solution.
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