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loT Starter Kit — Part 1: Build your IQRF network

1 Understand the components in the Development Set for loT (DS-10T-01)
1. Set the box with the UP board aside for use in Step 2: Install Your IQRF Gateway.
2. Open the two small boxes containing the IQRF technology components (DS-I0T-01).
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loT Starter Kit
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loT Starter Kit

3. Review the key features, switches and connectors for each component.

1.1 IQRF components
Inside the two IQRF boxes, you will find:

DDC-SE DDC-RE IQRF
development kit || development kit
with sensors with relays

CK-USB

transceivers programmer

KON-RASP
adapter

DK-EVAL
evaluation board
with battery

DK-EVAL
evaluation board
with battery

e one gray box called CK-USB — the programmer,

e three black boxes called DK-EVAL — evaluation kits for powering wireless transceivers,

e one DDC-SE development kit with three sensors - the Dallas thermometer, the light sensor and the
potentiometer,

e one DDC-RE development kit with two relays,

e four IQRF transceivers for creating a basic IQRF network,

e one micro USB cable for CK-USB connection to a computer,

o one KON-RASP adapter for connection of an IQRF transceiver to the UP board.
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1.1.1 CK-USB
This development kit is for programming and debugging of IQRF transceivers. You will connect this tool to a computer
USB port with the micro USB cable connected to an XC3 connector.

SW1 and SW2 are pushbuttons for USB mode selection and other purposes. Find details about it here:
https://www.igrf.org/products/development-tools/development-kits/ck-usb-04a
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Caution: The IQRF transceiver can be plugged into / unplugged from the SIM connector while powered off only. The SIM
connector is not powered while the SW2 pushbutton is held. Press and hold it always when you are plugging an IQRF
transceiver to or you are unplugging it from the SIM connector of CK-USB.

1.1.2 DK-EVAL

This development kit is supplied from the internal accumulator (battery) or from an external power source via micro
USB connector XC3 which also serves as a charger. Charging is indicated by red LED3. The accumulator (battery) should
be kept charged. Charging takes up to 8 hours when the battery was empty.

The TR transceiver is supplied when jumper JP1 is turned on.
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SW1 is a User pushbutton which is connected to pin C5 of the transceiver. It will be used here for bonding (adding to a
network) in next steps.

SW2 is a Reset pushbutton. A transceiver is disconnected from the power supply when the SW2 pushbutton is pressed.

XC3 XC1

VIN
n.c.
C2
GND
VBAT
C1

C5
C6
Cc7
C8

SW2
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JP1

DK-EVAL-04A
Vv 1.01

Caution: SW2 must be pressed always when you are plugging or unplugging the transceiver to/from the SIM connector.

Find details about this tool here: https://www.iqgrf.org/products/development-tools/development-kits/dk-eval-04a.

1.1.3 IQRF Transceiver

TR-72DAT (version of IQRF transceivers with temperature sensor and an on-board antenna) is a family of IQRF
transceiver modules operating in the 868 MHz and 916 MHz license-free ISM frequency band. It is highly integrated
ready-to-use design containing MCU, RF circuitry, integrated LDO regulator, serial EEPROM, temperature sensor and an
on-board antenna.

IQRF
Transceiver

Press and hold the SW2 button (Reset button) on a CK-USB or DK-EVAL always when you are plugging an IQRF
transceiver to or you are unplugging it from the SIM connector. Be sure you connect an IQRF transceiver into a CK-USB

or DK-EVAL in the right direction (the antenna is outside the SIM connector).
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1.1.4 DDC-SE

A sensor development kit contains a potentiometer for voltage measurement, a photoresistor for light intensity
measurement and a Dallas 18B20 temperature sensor. Connect pins 1 and 2 with a jumper to select reading values from

Dallas 18B20 sensor. Connect DDC-SE with DK-EVAL to be charged and to read values from it through IQRF transceiver.
It is compatible with other DDC (Development Daisy Chain) kits.

Connect pins
land 2to
enable Dallas

Potentiometer
for voltage
measurement

Photoresistor
for light intensity
measurement

Dallas
temperature
sensor

1.1.5 DDC-RE

A relay development kit contains two bistable (latching) relays. Connect this tool to DK-EVAL to be charged and with
IQRF transceiver to control relays. It is compatible with other DDC (Development Daisy Chain) kits.

Two
bistable
relays

1.1.6 KON-RASP

This is an adapter for a connection of an IQRF wireless transceiver to the UP board. It will be described in more detail in
Part 2 — IQRF Gateway.

KON-RASP
adapter

AN 74
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2 Create the IQRF Network

2.1 IQRF IDE installation
If you haven’t done it yet, download the startup-package from www.igrf.org and install the last version of the IQRF IDE.

www.iqrf.org

((((Qm Home About Technology Products m Sales

Technology for wireless

Connecting devices to loT via wireless mesh networks

» Home » Support » Downloads
Video tutorial set

- Downloads earch in Downloads | Q
How to start - 1st design
Code examples
Basic materials Brochures
Application notes
) IQRF Quick start guide ) IQRF Technical Guide

MID cloning

Pricelist ) IQRF Tech leaflet

7B
J |QRF Startup package, OS v4.02D for TR-7xD

P Basic materials

P Brochures

P Operating system

» Development / service SW Operating system ’ Development / service SW

» Transceivers ¥ IQRF OS v4.02D User's guide for TR-7xD ‘I 1QRF IDE v4.44 l

P DPA f_] IQRF OS v4.02D Ref. guide for TR-7xD q IQRF IDE Command v1.01

P Gateways ) IQRF SPI Technical guide for TR-7xD QP I1QRF USB drivers - Custom and CDC

P Routers %) IQRF USB drivers Installation guide

P End devices » more

In the startup package, in the Examples/DPA/loT-Starter-Kit-01 folder, you will find the loT-StarterKit-01-demo file.
Double-click the file to launch the IQRF IDE with all necessary files.

> Examples > DPA » loT-StarterKit-01

Nazev Datum zmény Typ Velikos
| 'ReadMe.bat 31.10.2017 14:35 Textovy dokument | kB
__| DPA-configaml 31,10.2017 18:52 Dokument ve for.., 3 kB
| DPA-macros_170601.igrfmer 31.10.2017 14:35 Soubor IQRFMCR 14 kB
& loT-StartelISit—m-demo.uqtfpr] 06.11.2017 8:06 IQRF IDE project file 42 kB
\3

Note: The IQRF IDE environment is tested for Windows 10, Windows 8.x, Windows 7 and Vista. Windows installation in

a virtual machine is not tested and it is not recommended. The following minimum configuration is required to run IQRF
IDE:

e Processor PC-compatible running on 1 GHz or higher
e 512 MB memory

e 30 MB of hard disk space

e 1USB port
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e Vista, Windows 7 (32 bit, 64 bit), Windows 8.x (32 bit, 64 bit), Windows 10 (32 bit, 64 bit)
e Internet Explorer 7.0 or higher or other suitable browsers for Help

2.2 IQRF Nodes

2.2.1 Node #1 - connected to sensors
Press the SW2 button (Reset button) on a CK-USB always when you are plugging an IQRF transceiver to or you are

unplugging it from the SIM connector. Connect the CK-USB programmer to your computer and insert the first

transceiver.

€31 IoT-Starterkit-01-demo [Edit] - IQRF IDE 4.4 - 8 X
ject  Programming  Debug

BAIRPE @ & [ DIVRLAGS,

| @ 2 R ooy

& loT-StarterKit-01-demo.
5 TR Module Terminal Mode: Temnal  SPITest OPA Test
@ TR-720x (0S 4.020)
1 0P verson: 301 DSt o send

[] Auto Upboad f NADR  PNUM  PCMD  HWPID PDATA
0] R Programming 0000 ]2} 00 [w1[2| 00 [W]i2] FFFFW]2 W]~ [send! |26
S 3 Source
@ [£) 0002_00C-s€01 ¢ (] Auto Repeat 10 {2 x100ms
O [ 0co2_BnaryOutput-Tempiste.c L
[ ) Output HEX =
5 & B Plugine BUGEeO
] HWWP-Coordinator-STD-SPL7XD-V301-170814 iart [ Send Macro Directly
] HWWP-Mode-STD-7xD-V301- 170814 art : E
5 & [ TR Configuration Coordinator | Node | OS, Peripheral info | Memaries /O pins | Temp, UART, SP1| FRC| LED, PWM | Autonetwork embedded | ToT Starter KIT

® '@ DPa-configxml
= @ Important Files

Get number of Nodes Get bonded Nodes Get discovered Node~ Authorize node

15" Quick_Start_Guide_IORF_170821.pat Bond new Node Remove bonded Nod~ Re-bond Node. Clear all bonds
1 Tech_Guide_DPA-Framework-301_170822 9a B e S =
£ 10RF StandardSensor_ V012 pdt Run discovery Set hops DPA params: testing  DPA params: normal

£ 108F StandarsBinaryOutput VOU3 pdt

N

JQMESH Network Manager

P B Y- FIST<IRE T
4 conral [ MapView | (1) ableView'|

S romesH  Bonding

% local  Remote Bond Node  Address: > . [ Auto address
DPA Params

‘ Unbond Node ] Only in Coordinator Rebond Node Clear All Bonds

2y upload Enable Frebonding  Mask: 0000011 Disable Prebonding

&% TR config - Discovery

TXpower: 5 O Max. Node address: 239 Discovery

- Nodes Info
Bonded Nodes: 3 <1,3>
Discovered Nodes: 3  <1,3>

0123456789 10111213141516171819 HEX DEC

On the left-hand side, you double-click on the configuration. Don’t change the selected channel 52, because all devices

you will connect to the network later will have the default channel 52 as well.

@ |£] 0002_DDC-SE01.c | T T — JRR———
O [£] 0c02_BinaryOutput-Template.c
[ E9 Output HEX A Macros TR Configuration X

= ] i) Plug-ins - . .

(] HWP-Coordinator-STD-SPL7XD-V301-170814 art (] send Macro Directly _—[ File: DPA-config & J\ H B ‘ g g ‘ DPA version: 3.xx v

LD Mode STD 22D A 201-170814.iqrf E .
[ [2) TR Configuration Coordinator | Node | O, 0s DPA @ Security Description i
N OR Dm@"ﬁg‘xm Get number of Nodes | ~ RF ~ RFPGM

£ Quick_Start_Guide_IQRF_170821.pdf Bond new Node [[J enable after reset

12 Tech_Guide_DPA-Framework-301_170822.pdf Termination after ~1 minute

t}_ JQRF-StandardSensor_V012.pdf Run discovery & Termination by MCU pin

2 1QRF-StandardBinaryOutput_V003.pdf 2 ual ol N

[JLP mode
Incorrect upload s
IQMESH Network Manager 1
s -~ TR heral Value from 62 to 67 (868 MHz band) allowed only
5 for TR-7xD.
Thermometer 2
5 Value from 189 to 255 (916 MHz band) allowed
BN EZRON only for TR-7xD with IQRF OS 3.08D or above.
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On the DPA tab allow usage of a Custom DPA Handler because you will upload one into the transceiver in one of the
next steps.

TR Configuration X

[

V]
V]
V]
V]

HEEN N

L] (K

On the Security tab, you can set your access password. Don’t forget that the same access password must be configured
in all devices in your network including coordinator. The user key is for optional payload data encryption, but this is
something we will not use now.

TR Configuration X

Save the configuration and close it.

Next, select the Node plugin (HWP-Node-...) so the transceiver supports the DPA protocol and features.
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Custom DPA Handler is used to customize the behavior of a transceiver. In the DDC-SE01.c Custom DPA Handler “c file”
you will find the source code that is written according to the IQRF Interoperability standard. To compile the source code,
click on the Build button or push F10.

Build button
to compile
source code

bug  USB Device Tools Window Help

@ @ DSB8 LAGD |

v 3 X

DO ]

Project
I & loT-Starterkit-01-demo
# = TRModule 7] 0002_DDC-SEO1.c - Poznamkovy blok
«® TR-72Dx (0S 4.02D)
DPA version: 3.01
[[] Auto Upload

Terminal

Soubor Upravy Format Zobrazeni Napovéda
// 28 8¢ i i i i i i i i i i i i i i 8 8 i i i i i i i i i i i i i i i i i i i 8 i i i i i il i i i i i i i i i i o R R R R R R R Rk R ko

_ // Custom DPA Handler code example - Standard Sensors - DDC-SE@1 *
D RF Programming J /] FrecooookooookoooookooRoRko ORIk OKKO KOk OKK ORI KKKk OOk
B // Copyright (c) IQRF Tech s.r.o.
@ . 0002_DDC-SEO01.c //

{lemplate] // File: $RCSfile: ©002_DDC-SE@1.c,

n: $Revision: 1.6 $ ——.
Custom DPA Handler

Make sure you have all three files selected - the HEX file of the DDC-SE01 Custom DPA handler, the Node hardware
profile and the configuration. Upload the selected files using Upload button or by pushing F5.

O M| Output HEX

5% loT-StarterKit-01-demo [Edit] - IQRF IDE 4.44
Ehidt!wgrqedppgmmmmnebugwbmelools!

Project

& loT-StarterKit-01-demo
=] TR Module
o TR-72Dx (0S 4.02D)
DPA version: 3.01
[] Auto Upload
{T] RF Programming
il = [ source
‘ @ [5) 0002_DDC-SE01.c
O . 0C02_BinaryOutput-Template.c

Upload button

Custom DPA Handler

Node hardware proﬁl%

= M e onfiguration
‘ @® '@ DPA-config.xml \T\r Configuration J
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For safe replacement of a transceiver press and hold the Reset button (SW2) on your programmer. Now remove the
connected transceiver and place it next to the Sensor kit.

XC3 XC1

VIN
Vout
Cc2
GND
+3.3V
C1

C5

C6

Cc7

Cc8

TG IOCR G

H

€

Reset button

(%]

£

i V)
Rl

2.2.2 Node #2 - connected to relays
Insert the second transceiver. Keep the same configuration and the same hardware profile. Compile the BinaryOutput
Custom DPA Handler designed to control the relay kit and upload these three files to the second transceiver.

5% loT-StarterKit-01-demo [Edit] - IQRF IDE 4.44
’Elle Edit View Project Programming

e PR R R
Project
& loT-StarterKit-01-demo
=] TR Module
& TR-72Dx (0S 4.02D)
DPA version: 3.01
[] Auto Upload
| {[] RF Programming
# = [] Source
O 0002_DDC-SEO1.c
® 0C02_BinaryOutput-Template.c
S [ {2 Output HEX Custom DPA Handler
(@ 0C02_BinaryOutput-Template.hex
= 4 &) Plug-ins

Upload button

-170814.igrf
HWP-Node-STD-7xD-V301-170814.igrf

: = @ onfiguration
@ '@ DPA-config.xml }t\r Configuration ’

2.2.3 Node #3 - repeater
For safe replacement of a transceiver press and hold the Reset button (SW2) on your programmer. Replace the second
transceiver with the third one.

Node hardware proﬁl%
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This transceiver will work only as a repeater so it won’t contain any Custom DPA Handler. Uncheck the Custom DPA
Handler checkbox in the Configuration window. Don’t change any other parameters here. Upload the configuration and
the Node hardware profile to the transceiver. Do not upload a HEX file here.

4. loT-StarterKit-01-demo [Edit] - IQRF IDE 4.44
File Edit View Project Programming

2l ¥

B Device Tools Windc

. Pa

Project x
& loT-StarterKit-01-demo
. Upload button - \5‘ H (ﬂ u Q DPA version: | 3.x v
® TR-72Dx (0S 4.02D)
DPA version: 3.01 0s DPA @ Security Description
Auto Upload
[[] Auto Uploa ‘ e i _RF
{T] RF Programming
= [3) Source [ EEPROM M1o TX power: 7 B
O [£) 0002_DDC-SE01.c EEEPROM THERMOMETER T
@ [£) 0c02_BinaryOutput-Template.c RAM [ JUART i
= [] 5% Output HEX : -
LEDR LP RX timeout:
(O 0002_DDC-SE01.hex = LIFRe
(® 0C02_BinaryOutput-Template.hex LEDG RF channel 2nd network: (42 - <
= [ [ Plug-ins Lser Uncheck the . 2
[ ] HWP-Coordinator-STD-SPL-7xD-V301-1 /(Node rdware proﬁlq Guctom BOK Handter
HWP-Node-STD-7xD-V301-170814.igrf
ode x iar — ) ), /
= (AT TR Commgaranon ~ Other /
@ '@ DPA-config.xml Configuration Jaaud rate: 19600 Bd v [[] custom DPA Handler
| ' ] /10 Setup
[J Node DPA interface .

2.3 IQRF Coordinator
For safe replacement of a transceiver press and hold the Reset button (SW2) on your programmer. Now remove the

third transceiver and insert the last one which will work as a Coordinator.

In the configuration, enable the FRC - Fast Response Command used for fast data collection. This is a periphery of the
coordinator, so it didn’t make sense to enable it in the Nodes. We will not upload any Custom DPA Handler to the
Coordinator, so there is no need to enable it. Save the configuration and close it.

TR Configuration X
File: DPA-config ) _S‘ H E u Q DPA version: 3.xx v
0s DPA @ Security Description
~ Embedded peripheral ~ RF
EEPROM 10 TX power: 7
o v/
EEEPROM THERMOMETER O T
RAM [ JUART
& LeDR FRC) LP RX timeout
LEDG RF channel 2nd network: .
[ ]sP1

( Fast Response Command

Alternative DSM channel: :

I
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Select the coordinator hardware profile and the configuration, and upload them.

5. loT-StarterKit-01-demo [Edit] - IQRF IDE 4.44
File Edit View Project Programming Debug

e J 2 EE

Project
& loT-StarterKit-01-demo
=/ TR Module
& TR-72Dx (OS 4.02D)
DPA version: 3.01
[] Auto Upload
[] RF Programming
= [£) Source
O @ 0002_DDC-SE01.c
@ [£] 0C02_BinaryOutput-Template.c
= [] §& Output HEX

O 0002_DOC-SED1 hax Coordinator hardware profile ’
(@) 0C02_BinaryOutput-Template.hex

=

E 4 Plug-ins
HWP-Coordinator-STD-SPI-7xD-V301-170814.igrf

SB Device Tools Wind«

. Pa

> 3 X

<
V)

41

Upload button

= [] TR Configuration
I@ @ DPA-config xmi Configuration ’

Now you have your coordinator ready so leave it connected to your computer through the programmer.

2.4 Bonding and unbonding
Adding a node to a network is called bonding. Removing a node from a network is called unbonding.

For safe replacement of a transceiver press and hold the Reset button (SW2) on the evaluation board. Put the prepared
transceivers into the evaluation boards and switch them on with jumpers.

IQRF
Transceiver

DK-EVAL

If the red LED on the IQRF transceiver is flashing, it means it has no previous bonding information stored. If this is not
the case, you must unbond the node. We will do it here manually.
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2.4.1 Unbonding

You can unbond the node by following this procedure: press both Reset (SW2) and user (SW1) buttons on the evaluation

board, release the Reset button, the green LED lights for 1 second, once it goes out you have a half a second to release

the user button. If the Red LED starts blinking, your node was successfully unbonded.

Step 1
- hold both buttons

XC3 XC1

1999999°9°9%

e

o
&
2]

B JLALANS

<
.
4
<
[
«

s
b A®n

JP1

Step 2
- release the SW2 button
- green LED lights

XC3 XC1

FLA0 20 20 20 20 28 2L AL AL

e
-
2]

.
t
=
)
«
[
«

.
b A%%
b YLALENS

JP1

Step 3
- release the SW1 button as soon

as green LED turns off (within 0.5 s)
- red LED is blinking for 10 s

XC3 XC1
(V] VIN
o= n.c.
w c2
(7] GND
[V VBAT
[V C1
[l C5
= C6
- Cc7
H « cs
! ooin 2
{50
: LR
=IAIA
5
JP1

Once you have all three nodes ready, delete any residual bonding information from the coordinator. Click the Clear All
Bonds button on the IQMESH Network Manager — Control tab.

(@) UCUZ_BmaryUutput-iemplate.nex L Send Macro Directly
- ) Plug-ins
HWP-Coordinator-STD-SPL7xD-V301-170814.iarf Coordinator | Node | OS, Peripheral info = Memories = I/O pins | Temp, UART, SPI | FRC | LED, PWM | Autonetwo
[ HWP-Node-STD-7xD-V301-170814.iqrf Get ber of Nod Got Bonded Nod Get di 1 Nod S
= [ [2] TR Configuration
@ '@ DPA-config.xml Bond new Node Remove bonded Nod~ Re-bond Node Clear all bonds
=/ & Important Files
2 Quick_Start_Guide_IQRF_170821.pdf Run discovery Set hops DPA params: testing DPA params: normal
). Tech_Guide_DPA-Framework-301_170822 pdf
¥ QRF-StandardSensor_V012.pdf
2" 1QRF-StandardBinaryOutput_V003.pdf
IQMESH Network Manager
Coordinator Address: 0 | mm File: none jh
4 control 17 Map View D Table View
Clear bonding information
3“ IQMESH Bonding — from a coordinator
Local Address: Auto address
,tb DPA Params
Unbond Node ~ [4] Only in Coordinator Rebond Node N Clear All Bonds
‘ Backup
‘:b Upload Enable Prebonding Mask: (7 0000111 Disable Prebonding
@ TR Config - Discovery “
TX power: 5 Max. Node address: 239 - Discovery ‘
-~ Nodes Info
Bonded Nodes: 3 I<1,3>
Discovered Nodes: 3 <1,3>
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2.4.2 Bonding
Now build your wireless network. Click on the Bond node button to run the Coordinator listening for a new Node
request.

| Communication in Progress

® Bonding to address: Auto

IQMESH Network Manager Processing

Coordinato
Click on the Bond Node

2 Control

3& IQMESH - Bonding \\

Local Remote | Bond lge }dress: 1 = Auto address
%} DPA Params
Unbond Node Only in Coordinator Rebond Node Clear All Bonds
a Backup
% Upload Enable Prebonding = Mask:" 07 | 0000011 Disable Prebonding
@ TR Config - Discovery
TX power: 5 = Max. Node address: 239 - Discovery

During this ten-second period, press the User (SW1) button on the evaluation board with the transceiver configured for
communication with the sensor kit.

Coordinator | Node = 0S, Peripheral info | Memories | /O pins | Temp, UART, SPI | FRC | LED, PWM | Autonetwork embedded = IoT Starter KIT

Get number of Nodes Get bonded Nodes Get discovered Node~ Authorize node
Bond new Node Remove bonded Nod~ Re-bond Node Clear all bonds
Run discovery Set hoj noA tacting noA normal

C ation in P

" Assigned adffress: 1

IQMESH Network Manager

: Press the User (SW1) button
% Control 17 Map View D Table Vie

& 1QMesH - Bondi

Local Remote Bond lge Address: 1 \ address
4y DPA Params
@ ek unbond ode 4 Network address #1 assigned
% Upload Enable Prebonding \ to a NOde
@ TR Config - y
TXpower: 5 I Max. Node address: 239 - Discovery
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Bond the transceiver with the Custom DPA Handler for communication with relays as a node number 2 following the
same procedure. The last transceiver will be bonded as number 3. You can see the current network in the Map View.

IQMESH Network Manager

‘. Coordinator Address: 0 - %’%\%%QWvﬁem @HE ﬂgq
4 control I Map View . ] Table View
Zones: 0 Bonded Nodes: 3 Discovered Nodes: 0 View: VRN v [] Selective FRC

Nodes #1, #2, #3 bonded to
a coordinator

B Documents \. CATS Service Tools [ Terminal Log [REafeTAISIRIC OIS IELELEY

2.5 DDC kits adding

Connect the node number 1 to the sensor kit and the node number 2 to the relay kit. Connect pins 1 and 2 on the
sensor kit with the jumper to select the Dallas temperature sensor.

Connect pins
1and 2 to
enable Dallas

© 2018 IQRF Tech s.r.o. www.igrf.com Page 14
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2.6 Discovery
Now place the nodes on their final destination and run discovery. Discovery will automatically set up routing topology of
the network.

nbA toactin nDA 1
Communication in Progress

Run discovery Set hop

" Discovery (Discovered Nodes: 3)

IQMESH Network Manager

Coordinator Address: 0 7 @ >

4 Control 17 Map View { ] Table View
“E.k IQMESH - Bonding
Local Remote Bond Node = Address: 4 = Auto address
)"l_j DPA Params
Unbond Node Only in Coordinator Rebond Node Clear All Bonds
a Backup
Click on the
% Upload Enable Prebonding  Mask: O Discovery Disable Prebonding
button
_ \
@ TR Config - Discovery
TX power: 5 = Max. Node address: 239 -2 [ﬁcmery

Check the Map View again. Discovered nodes have virtual routing addresses and are marked with blue color.

Coortiator pddess: 0 3 39 # 2, @, 2, T 1 - ricone FITZFE L

g % Map View ;" Update Data (Shift=Ctri+U) |

Zones: 1 Bonded Nodes: 3 Discovered Nodes: 3 View: VRN v [ Selective FRC

Discovered nodes

Zone

B Documents “\. CATS Service Tools [ TerminalLog [RESfleINZTNICOT N SIELETEY
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2.7 Test the wireless communication

2.7.1 Terminal log
Go to the Terminal log located at the bottom of the IQRF IDE next to the IQMESH Network manager and clear the
current log.

Terminal Log

View: [/]Last Record Marker | Separator: [|Horizontal [/]Vertical | [] Data Displaying NN

| uine | Time | RxTx| Length | Data HEX | DPAMe... [ Emor |
1 07:54:55.381 Rx 20 0.0 Oxt
2 07:59:04.909 Rx 20

Clear
records

Terminal Log
window

I8 Documents \. CATS Servi : Tools [[SIRCILEEIIETN 5 10 ESH Network Manager

2.7.2 Macros

On the loT Starter Kit macro tab, there are prepared macros containing commands for Custom DPA Handlers used in
the Starter Kit. Select the first macro that contains the command to read all sensory data from the sensor kit connected
to the node number 1.

Terminal

Terminal Mode: Terminal SPITest DPA Test

- Data to send
-f' NADR PNUM PCMD HWPID PDATA
0000 |H|2) 00 H|2 00 H |2 FFFFIH 2

-

[] Auto Repeat 10 -2 x 100ms

Select this
macro

Macro for
sensors
reading

tab

Coordinator de | OS, Peripheral info | Memories | /O pins | Temp, UART, SPI | FRC | LED, PWM | Autonetwork embedde[j IoT Starter KIT

SE-all-data FRC-temperature 2B FRC-photoresistor FRC-potentiometer
1N
REl-off,RH-o'fi RE1-on,RE2-on RE1-on,RE2-off RE1-off,RE2-on
RE1-on RE1-off RE1-on 1s RE2-on 2s
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2.7.3 DPA packet parts
Note the individual parts of the DPA packet. The first part is the network (logical) address of the node you want to
communicate with. Here we use the logical address #1 which corresponds to the node with the sensor kit.

5E is the hexadecimal representation of the Standard sensor periphery. The number 01 in the peripheral command
field corresponds to the command for collecting types of sensors and their values. The FF.FF in the hardware profile ID
field indicates that there is no hardware profile filtering.

In the PDATA field, there is a bitmap of maximum 32 sensors you want to communicate with on the specific node. Here
we want to read all sensors available.

Terminal
f Network
(logical) Peripheral Hardware Bit map of 1

address

command max 32 sensors

profile ID

* |FF.FF.FF.FF.

PDATA

Send the command and see the ongoing communication in Terminal Log.

Terminal * o x
Send the
Data to send

command
PNUM PCMD HWPID PDATA

£ NADR
0001 [H]/2) SE[H|2 01 W[ FFFF|H 2] FRFF.FRFF. Ongoing A b3
[J Auto Repeat 10 -2 x100ms communication

Terminal Log T X
View: [JLastRecord  Marker | Separator: [JHorizontal [ Vertical | [7] Data Displaying %
L. IR SR . R— '

= == e sy

1 08:02:02.889 ™ 10 01.00.5E.0L. FF.FF.FF.FF.FF.FF. Request 0x01 Node 1 OxSE Standard Sensor 0x01 Read sensors with types

2 08:02:02.893 Rx 11 01.00.5E.01.FF.FF.FF.00.01.04.01. nfirmatior 0x01 Node xSE Standard Sensor Ox01 Read sensors with type:

37708:02:03.026 Rx 18 01.00.5E.81.02.00.00.56.01.73.01.01.68.01.81.69.81.7F. Response 0x01 Node 1 0OxSE Standard Sensor 0x81 Read sensors with types
AN

Terminal Mode: Terminal  SPITest DPA Test

:

Note: DPA protocol is in detail here described: https://www.igrf.org/support/download&kat=54&ids=511. IQRF
Standard manual is here available: www.igrfalliance.org/techDocs/.
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2.7.4 Inspect the packet

Double-click on the response to see the details of the sensor data. In the Packet Inspector, you can see values measured

by the individual sensors and types of the sensors according to the IQRF Interoperability Standard.

Packet Inspector

LastRecord: [ |any [ |Tx

-

o x

[Jrx

[_
Date:
- Time:
Length:
Version:

Mode: DPA, Line: 3, Rx

07.11.2017
08:02:03.026
18

3.xx

= Protocok DPA ( Response )

NADR:
PNUM:
PCMD:
HWPID:
ErrN:
- DPA value:
-|. PDATA[10]
- [0]
(1
Pl
(3]
4
[s]
[6]
7
(8]
-[9]
[+ Data: [18]

0x0001 00001 (Node )

OxS5E 094 (Standard Sensor)
0x81 129 (Read sensors with types )
0x0002 00002 ( Microrisc s.r.o, DEMO_DDC_SE01)
0x00 Types and
0x56 values of

sensors
0x01 00 Sensor[0] Temperature
0x73
0x01 l Sensor[0] 23.2 °C l
0x01 001 (Data[3]) Sensor| 1] Temperature
0x68 104 (Data[4])
0x01 001 (Data[5]) Sensor[1] 22.5 °C
0x81 129 (Data[6]) Sensor| 2] Binary Data7
0x69 105 (Data[7]) I Sensor[2] 105 I
0x81 129 (Data[g]) Sensor|3] Binary Data7
Ox7F 127 (Data[9]) Sensor[3] 127,\

hy

If you have more sensors of the same type in the network, you can collect measured values at once using the FRC (Fast
Response Command). In the macros, three FRC commands are prepared to collect temperatures, light intensity from
photoresistors and potentiometer values.

Packet nspector > o x

LastRecord: [V]Any [JTx [JRx

Terminal

=) Mode:DPA, Line: 5, Rx
Date: 07.11.2017
Time: 08:02:28.654
Length: 64
Version:  3.xx

= Protocok DPA ( Response )

Terminal Log
View: []Last Record
| Line |

Mode: Terminal SPITest DPA Test
Data to send
{' NADR PNUM PCMD HWPID PDATA
0000 |2 OD|W/Z 00 W|: FFFF/H| 2 E0.5E.01.00.00.
[J Auto Repeat 10 % x100ms
- FRC
macros

[ send Macro Directly

Coordinator | Node | OS, Peripheral info . Memories | /O pins | Temp, UART, SP. C | LED, PWM | Autonetwork embedded IoT Starter KIT

SE-all-data FRC-temperature 2B FRC-photoresistor FRC-potentiometer
RE1-off,RE2-off RE1-on,RE2-on RE1-on,RE2-off RE1-off,RE2-on
RE1-on RE1-off RE1-on 1s RE2-on 25

FRC

Marker | Separator: [ ]Horizontal [] Vertical

Time Error

NADR: 0x0000 00000 ( Coordinat

PNUM: 0x0D 013 (FRC)

PCMD: O0x80 128 (Send) response

HWPID:  0x0000 00000 ( General 5

ErrN: 0x00 000 (Errorno) detal'

DPA value: 0x56 086

=\ PDATA[56]

[0] ©0x07 007 (FRCStatus) FRC sucq
[11 ©0x00 000 (FRCData[0])
[2] ©0x00 000 (FRCData[1])
31 ©Ox70 112 (FRCData[2])
[4 OxBL 129 (FRCData[3]) 23.0°C
[s] 0x01 001 (FRCData[4])
(6] 0x00 000 (FRCData[5]) FRC not imp
[71 ©ox01 001 (FRCData[6])
[8] 0x00 000 (FRCData[7]) FRC not imp
&) 0x00 000 (FRCData[8])
[10] Ox00 000 (FRCData[9]) No FRC resp
[11] ©Ox00 000 (FRCData[10])
[12] O0x00 000 (FRCData[11]) No FRC resp
[13] ©Ox00 000 (FRCData[12])
[149 Ox00 000 (FRCData[13]) No FRC resp
[15] ©x00 000 (FRCData[14])
[16] ©0x00 000 (FRCData[15]) No FRC resp
[17] 0x00 000 (FRCData[16])
[18] ©Ox00 000 (FRCData[17]) No FRC resp

st (et response

1 08:02:02.889
2 08:02:02.893 Rx
3 08:02:03.026 Rx

01.00.5E.01.FF.FF.FF.FF.FF.FF.
01.00.5E.01.FF.FF.FF.00.01.04.01.
01.00.5E.81.02.00.00.56.01.73.01.01.68.01.81.69.8

Request
Confirmation

Response

I 5 08:02:28.654 Rx 00.00.00D. 80.00.00.00.56.07.00.00.70. 81.01. 00. 01. 00. 00. 00. 00. 00. 00. 00. 00. OC Response
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The other macros prepared here are used to control the two relays on the relay kit. You can test individual commands
and inspect the ongoing records in the terminal log. If everything works well, you should be able to hear clicks of your
relays.

Terminal

Terminal Mode: Terminal SPITest DPA Test

- Data to send
-{' NADR PNUM PCMD HWPID PDATA
0002 H : 4B H = 00 H : FFFF H : 0C.00.00.00.01.00.

-

[] Auto Repeat 10 -2- x 100ms

-

4 Macros

-] send Macro Directly

Macros for

Coordinator | Node | OS, Peripheral info | Memories | I/O pins | Temp, UART, SPI | FR
relays control

etwork embedded IoT Starter KIT

SE-all-data FRC-temperature 2B FRC-photoresistor
RE1-off,RE2-of f RE1-on,RE2-on RE1-on,RE2-off REl-off,REz-oq\ I
RE1-on RE1-off RE1-on 1s RE2-on 2s

3 Status of the evaluation board (DK-EVAL)

If the evaluation board DK-EVAL is charged and turned on (the jumper JP1 is set) and you press the pushbutton (SW1 or
SW?2), the appropriate red LED (LED1 or LED2) will light on. Otherwise, DK-EVAL is discharged.

LED3 is on during charging and switched off when fully charged.

XC3 XC1

VIN
n.c.
Cc2
GND
VBAT
C1

C5
Cc6

c7
Cc8

JP1

DK-EVAL-04A
Vv 1.01

When you have your network created, you can use the features of the IQRF IDE environment to show the supply voltage
of the accumulator (battery) inside the DK-EVAL.
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Open the Perform selected operation menu in the IQMESH Network Manager. Select the Enumerate item and then
click on the Perform selected operation button. Your network will be enumerated, nodes will be asked for detailed
information.

In the Table View tab, you will find all detailed information about your network. In the Supply Voltage column, you will
find the information about the accumulator (battery) inside the DK-EVAL boards. If the color is red (supply voltage less
than 2.9 V), DK-EVAL should be charged.

IQMESH Network Manager

Coordinator Address: 0 = @ ’ Q\%\‘% @lm File: none LﬁHE ﬂgm

4 Control ¥ Map View . ] Table View Run Discovery
Zones: 1 Bonded Nodes: 1 Discov

Perform Select
selected T> SendFRC from DPATestTer] LN Enumerate
operation O Send Packet from DPA Test item st - Bits

(O Send Packet from DPA Test Terminal as Acknowledge Broadcast - Bytes

() Send FRC Read temperature

4

Discovery (Discovered Nodes: 1)

IQMESH Network Manager

Coordinator Address:

4. Control I Map View Nodes Enumeration (Inaccessible Nodes: 0, Incomplete readout of Nodes: 0)

we Rl Se

Zones: 1

IQMESH Network Manager v 0 X

Details in
Coordinator Address: @ ’ /( a Table View J

4 Control 17 Map view £ Table Vlev-

Address MID ParentAddr VRN Zone A
0 + °1004AD6 = = ==

& l'J'J4A37 0 1 0 =

4 Summary
You have your IQRF network working and it is controlled by the IQRF IDE. Be sure, you can collect sensory data from
DDC-SE and control relays — see the chapter 2.7.

The next step is to make the UP board working as an IQRF Gateway. The installation and configuration of the gateway is
the subject of Part 2 — IQRF Gateway.
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