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1. Wi-Fi Driver and Kernel Configuration
1. Check Environment
Step 1. Check OS version: Ubuntu 16.04.2 (see Figure 1)

Slsb_release -a

Link: http://ftp.ubuntu-tw.org/mirror/ubuntu-releases/16.04.2/ubuntu-16.04.2-desktop-

amd64.iso

Step 2. Check kernel version: 4.8.0 (see Figure 1)

S uname -a

aacon@aaeon-UP-CHT@1:~% 1lsb_release -a
No LSB modules are available.
Jistributor ID: Ubuntu

i Ubuntu 16.84.2 LTS

aaeon@aaeon-
Linux aaeon- HT®: .8.0-58-generic #63~16.04.1-Ubuntu SMP Mon Jun 26 18:08:51 UTC 2017 xB6_b64 xB6_64 x86_64 GNU/Linux

Figure 1: Ubuntu Environment

2. Update Wi-Fi firmware
Step 1. Copy ap6214a_wifi_driver.zip to home path and unzip it

S unzip ap6214a_wifi_driver.zip

aaeon@aaeon-UP-CHCR1:~% 1s
Desktop Documents Downloads examples.desktop Music Pictures Public Templates Videos

aaeon@aaeon-UP-CHCR1:~% unzip ap62l4a_wifi_driver.zip
Archive: ap62l4a_wifi_driver.zip

ap6214a_wifi_driver/

ap6214a_wifi_driver/AP6214A_WiFi_User_Guide.pdf

ap6214a_wifi_driver/config/
ap6214a_wifi_driver/config/dhcpd. conf
ap6214a_wifi iver/config/hostapd.conf
ap6214a_wifi_driver/config/interfaces
ap6214a_wifi_driver/config/isc-dhcp-server
ap6214a_wifi_driver/confi ysctl.conf
ap6214a_wifi_driver/firmware/
ap62l4a_wifi_driver/firmware/bremfmaca3
ap6214a_wifi_driver/firmware/brcmfmaca3
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Step 2. Copy firmware of AP6214A to /lib/firmware/brcm/

S sudo cp ap6214a_wifi_driver/firmware/brcmfmac43430-sdio.* /lib/firmware/brcm/

aaeon@aaeon-UP-CHCR1:~%

aaeon@aaeon-UP-CHCR1:~% sudo cp ap62l4a wifi_driver/firmware/brcmfmac43438-sdio.* /lib/firmware/brcm/

Step 3. Reboot system
S sudo reboot
Step 4. Check Wi-Fi device

S ifconfig -a

Link encap:Ethernet HWaddr b@:fl:ec:1f:bf:b8
UP BROADCAST MULTICAST MTU:1588 Metric:1
RX packets:® errors:8 dropped:® overruns:8 frame:8

TX packets:0 errors:® dropped:® overruns:® carrier:0
collisions:® txqueuelen:1000
RX bytes:® (8.8 B) TX bytes:® (0.8 B)
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2. Station Mode Operation

1. Connect to Wi-Fi network

Step 1. Click the Wi-Fi item.

< B v) o932 3%

-2 AAEON-Wireless
-2 AAEON-Wireless-PEAP
ASUS
a jp_58
& MF910_BAS7AB
Connect to Hidden Wi-Fi Network...
Create New Wi-Fi Network...

VPN Connections

v Enable Networking
¥ Enable Wi-Fi

Edit Connections...

Step 2. Choose network you want to connect.

< m <)) 09:33 %

“a AAEON-Wireless
a AAEON-Wireless-PEAP
= ASUS

Connect to Hidden Wi-Fi Network...
Create New Wi-Fi Network...

VPN Connections

v Enable Networking
v Enable Wi-Fi

Edit Connections...
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Step 3. Enter password.

% Wi-Fi Network Authentication Required

Authentication required by Wi-Fi network

Passwords or encryption keys are required to access
the Wi-Fi network 'AAEON-Wireless'.

Password: | i

show password

Cancel Connect

Step 4. Check connect status.

= B v) 0940

Connection Established
7~ Youare now connected to the Wi-Fi network
'AAEON-Wireless'.

Step 5. Check Wi-Fi device status.

S ifconfig -a

1ink .-:-nr:-\_n'F‘i'h.-:-rns:-‘t' Hladdr hAa+*f1rar+1f-hf-hg

inet addr:192.168.1.169 Bcast:192.168.1.255 Mask:255.255.255.8
LIELD QuUl @ (e8U:: 2051 :/1/1:E1535:€050/04 SLOPE:LLNK

UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1

RX packets:116 errors:® dropped:® overruns:8 frame:@

TX packets:292 errors:0 dropped:0 overruns:® carrier:0
collisions:® txqueuelen:1000

RX bytes:31951 (31.9 KB) TX bytes:49173 (49.1 KB)
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Step 6. Network test.
S ping 8.8.8.8

aaeon@aaeon-UP-CHCR1:~5 ping 8.8.8.8

PING 8.8.8.8 (B8.8.8.8) 56(84) bytes of data.
bytes from .B: icmp_seqg=1 ttl=41 time=591
bytes from .B: ilcmp_seqg=2 ttl=41 time=172
bytes from .B: icmp_seqg=3 ttl=41 time=465
bytes from .B: i1cmp_seg=4 ttl=41 time=1089

bytes from .B: ilcmp_seg=5 ttl=41 time=73.4 ms
bytes from .B: 1lcmp_seg=6 ttl=41 time=119 ms

bytes from .8: icmp seq=7 ttl=41 time=43.5 ms
bytes from .8: icmp seq=8 ttl=41 time=26.5 ms
bytes from .B: ilcmp_seqg=9 ttl=41 time=68.4 ms
bytes from .B: ilcmp_seqg=10 ttl=41 time=34.0 ms
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3. Soft-AP Mode Operation
1. Hardware configuration
Step 1. Plug Ethernet and check status.

S ifconfig

aaeon@aaeon-UP-CHCR1:~% ifconfig

enpds@ Link encap;Fthernet HWaddr ©8:87:32:48:b8:9b
inet addr:172.16.13.183 Bcast:172.16.13.255 Mask:255.
inet6 addr: fe80::T8:8be®:8486:2347/64 Scope:link
UP BROADCAST RU NG MULTICAST MTU:1588 Metric:1

: 20744 errors:@ dropped:1 overruns:8 frame:8
TX packets:B82 errors:8 dropped:@ overruns:8 carrier:8
collisions:® txqueuelen:1000

68898 (3.5 MB) TX bytes:97829 (97.8 KB)

Step 2. Disconnect Wi-Fi

S sudo ifconfig wlan0 down

S ifconfig

aaeonf@aaeon-UP-CHCR1:~% sudo ifconfig wlan® down
[sudo] password for aaeon:
aaeonf@aaeon-UP-CHCR1:~% ifconfig
enpds@ Link encap:Ethernet HWaddr
inet addr:172.16.13.183 Bca
inet6 addr: feB8::T8:BbeB:8486:2347/64 Scope:Link
UP BROADCAST RUNMNING MULTICAST MTU:1580 Metric:1
RX packets:21658 errors:8 dropped:1 overruns:8 frame:8
TX packets:957 errors:® dropped:@ overruns:® carrier:@
collisions:® txqueuelen:100@
RX bytes:3665726 (3.6 MB) TX bytes:188535 (188.5 KB)

Link encap:Local Loopback

inet addr:127.8.8.1 Mask:255.0.0.8

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING 36 Metric:1

RX packe 1822 errors:8 dr ed:® overruns:@ frame:@
B22 errors:8 dropped:® overruns:® carrier:8

collisions:® txqueuelen:1000

RX bytes:72504 (72.5 KB) TX bytes:72504 (72.5 KB)
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2. Setting network

Step 1. Setting virtual network and static IP address.

S sudo gedit /etc/network/interfaces
(You can find the reference file from ap6214a_wifi_driver/config)

Add following: (see Figure 2)

auto wlan0

iface wlanQ inet static
address 192.168.2.1
netmask 255.255.255.0

by ifup(8) and ifdown(8)

iface lo inet loopback

auto wlan®
iface wlan® inet static
address 192.168

Figure 2: Soft-AP Setting

Step 2. Reboot system and check Wi-Fi device.

S sudo reboot
S ifconfig

Link encap:Ethernet HWaddr b@:fl:ec:1f:bf:b8

inet addr:192.168.2.1 Bcast:192.168.2.255 Mask:255.255.255.8
UP BROADCAST MULTICAST MTU:1588 Metric:1

RX packets:® errors:8 dropped:@ overruns:@ frame:8

TX packets:® errors:® dropped:® overruns:® carrier:8
collisions:® txqueuelen:1088

RX bytes:® (8.8 B) TX bytes:@ (8.8 B)
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3. Setting DHCP server
Step 1. Install DHCP server.
S sudo apt-get install -y isc-dhcp-server
Step 2. Setting DHCP server.

S sudo gedit /etc/dhcp/dhcpd.conf
(You can find the reference file from ap6214a_wifi_driver/config)

a. Mark global setting of domain name.

#option definitions common to all supported networks...
#option domain-name

#option domain-name-servers nsl.example.org, ns2.example.org;

network,
Puthoritative;

c. Setting internet subnet of server.

# A slightly different configuration for an internal
subnet 192.168.2.0 netmask 255.255.255.8 {

range 192.168.2.16 152.168.2.58;

option domain-name-servers 168.95.192.1, 168.95.1.1;

option domain-name 3

option routers 192.168.2.1;

option broadcast-address

default-lease-time 660;

max-lease-time 7200;
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Step 3. Setting interface of server.

S sudo gedit /etc/default/isc-dhcp-server
(You can find the reference file from ap6214a_wifi_driver/config)

4
T
4

Lis

INTERFAC

Step 4. Restart DHCP server.

S sudo service isc-dhcp-server restart
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4. Packet forwarding
Step 1. Setting packet forwarding.

S sudo gedit /etc/sysctl.conf
(You can find the reference file from ap6214a_wifi_driver/config)

# Uncomment the next line to enable packet forwarding for IPv4

net.ipvd.ip_forward=

Step 2. Setting NAT.

S sudo iptables -t nat -A POSTROUTING -0 enp4s0 -j MASQUERADE
S sudo iptables -A FORWARD -i enp4s0 -o wlan0 -m state --state RELATED,ESTABLISHED -j ACCEPT
S sudo iptables -A FORWARD -i wlan0 -o enp4s0 -j ACCEPT

Step 3. Check NAT setting. (see Figure 3)

S sudo iptables -t nat -S
S sudo iptables -S

aacon@aaeon-UP-CHCR1:~% sudo iptables -t na
-P PREROUTING ACCEPT

-P INPUT ACCEPT

-P OUTPUT ACCEPT

-P POSTROUTING ACCEPT

-A POSTROUTING -o enpd4s8 -j MASQUERADE
aaeon@aaeon-UP-CHCR1:~% sudo iptables -S

-P INPUT ACCEPT

-P FORWARD ACCEPT

-P OUTPUT ACCEPT

-A FORWARD -1 enpds® -o wlan@ -m state --state RELATED,ESTABLISHED -j ACCEPT
-A FORWARD -i wlan® -o enpd4s® -j ACCEPT

Figure 3: NAT Setting
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Step 4. Save NAT setting.

S sudo sh -c "iptables-save > /etc/iptables.ipv4.nat"
S sudo gedit /etc/network/interfaces

Add following:
up iptables-restore < /etc/iptables.ipv4.nat
(You can find the reference file from ap6214a_wifi_driver/config)

by ifup(8) and ifdown(8)
iface lo inet loopback

auto wlan®

iface wlan® inet static
address 192.168.2.1
etmask 255.255.255.8

hp iptables-restore < /etc/iptables.ipv4.nat
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5. Hostapd service

Step 1. Install hostapd service.

S sudo apt-get install -y hostapd

Step 2. Add hostapd configuration file.

S sudo gedit /etc/hostapd/hostapd.conf
(You can find the reference file from ap6214a_wifi_driver/config)

a. Open system without encryption

interface=wlan0
driver=nl80211
ssid=up_core
hw_mode=g
channel=6
macaddr_acl=0
auth_algs=1

ignore_broadcast_ssid=0

b. WPA2-PSK authentication with AES encryption

interface=wlan0
driver=nl80211
ssid=up_core
hw_mode=g

channel=6
macaddr_acl=0
auth_algs=1
ignore_broadcast_ssid=0
wpa=2
rsn_pairwise=CCMP

wpa_passphrase=12345678
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Step 3. Set configuration file and hostapd will be started during system boot.

S sudo gedit /etc/default/hostapd
(You can find the reference file from ap6214a_wifi_driver/config)

or hostapd initscript

t alternative

Uncomment and set DAEMOM CONF to the abs o path of a hostapd configuration
file and hostapd will started during em boot. An example configuration

tile can be found at fusr/share/doc/hostapd amples/hostapd.conft.gz

DAEMON_CONF=

Step 4. Reboot system.

S sudo reboot
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6. Connect to Soft-AP

Step 1. Scan network through your phone.

®e0CO = 15:11 @ 9 87% mm)»

< Settings Wi-Fi
purnin =
D988-2.4GHz a= @
JLWLS a=s D
jp_58 as (D
MHQ-Mobile a= ()
MHQ-NB a= (D
MHQ-Visitor a= ()
OVEN2_2 = @®
SnowHung a= @
ThermalLab = (D
up_core a7 @
Xiao &= @
yvonne a= @
Other...

Step 2. Join to “up_core” network and enter password.

eecco & 15:11 © © 87% W)

Enter the password for "up_core”

Cancel Enter Password Join

Password eeeeecees

11213145678 )9]0
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Step 3. Success to connect “up_core” network.

AAEON Technology Inc.

®e0CO T 15:11 @ 9 87% W)
£ Wi-Fi up_core
Forget This Network
IP ADDRESS
BootP Static
IP Address 192.168.2.10
Subnet Mask 255.255.255.0
Router 192.168.2.1
DNS 168.95.192.1, 168.95.1.1

Search Domains

local

Client ID

Renew Lease

HTTP PROXY
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